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As Software-as-a-Service becomes an increasingly popular business model, network
administrators and application maintainers are left trying to integrate third-party sites with their own. A
common convention for doing so is to configure DNS servers, creating A or CNAME records pointing
to the third-party site's server. While this may ease the integration process, many of the client-side web
technologies we use make trust decisions based on these DNS records, and records pointed at poorly
configured systems can be used to leak data and compromise even the strongest of web applications.

These vulnerabilities are remarkably common, and many have not been formally addressed. This
paper will include demonstrations of attacks on high-profile websites, as well as a discussion on
mitigation methods.

DNS in security on the Web

Many web technologies rely on DNS as a part of their security architecture. Javascript has its
same-origin policy, restricting client-side scripts from accessing resources outside the web page's
domain. Flash's policy is similar. Web browser cookies are restricted by a combination of domain name
and path, though implementation of path restrictions on cookies is rare.

A Cross-site Request Forgery (CSRF) attack is often considered to be a violation of these
policies, but in reality a site can often be used to perform CSRF attacks on itself. Likewise, Cross-Site
Scripting (XSS) often involves receiving code from, and sending data to a separate server, but many
XSS attacks (particularly worms) can be wholly contained within a single application. These
misconceptions about common web attacks can provide an interesting insight- while the client-side
security policies often define an application by the domain it lives on (and this will become even more
common with the Mozilla's Content Security Policy, NoScript's Application Boundary Enforcer, and
other upcoming browser-based protections), the attacks they are intended to stop are not restricted by
that definition. These DNS-based protections may help to patch the problem, but they do not, and
cannot fix the root issues.

DNS was never intended to be a security feature. This is made explicit by RFC 3467, which
specifically dictates DNS's role as a system for looking up addresses of servers, and nothing more.
Formulating complex trust relationships based on DNS records may be effective (though this paper
should prove otherwise), but it is an abuse of the system. DNS may still be useful as one part of a
security policy, but as currently implemented, it does a poor job at best.

DNS is a hierarchical system. A domain (such as example.com) can have virtually unlimited
number of subdomains (foo.example.com), which may in turn have up to 127 subdomains
(foo.bar.example.com). Within the domain name system, a domain can create records for and modify its
own subdomains, but cannot tamper with its parent domain. This system allows an organization to run
multiple servers within a namespace, while keeping those servers separated based on technological,
network layout, and semantic boundaries. To demonstrate, foo.example.com cannot control the domain
bar.example.com, but it can affect bar.foo.example.com.

In a web browser, however, these distinctions are implemented backwards. foo.example.com can
both read and write cookies for example.com, but example.com cannot access cookies from
foo.example.com. To complicate matters, if a specific cookie does not already exist for
foo.example.com, the web browser will instead use cookies from its parent, example.com. To simplify
things, consider the following cases.



CASE 1 (Normal use of example.com)

1. Browser requests a page from example.com

2. example.com sets cookie "session=1" for example.com
3. Browser requests a page from example.com

4. Browser sends cookie "session=1" to example.com

CASE 2 (Normal use of foo.example.com)

1. Browser requests a page from foo.example.com

2. foo.example.com sets cookie "session=1" for foo.example.com
3. Browser requests a page from foo.example.com

4. Browser sends cookie "session=1" to foo.example.com

CASE 3 (Setting global cookies from foo.example.com)

1. Browser requests a page from foo.example.com

2. foo.example.com sets cookie "session=1" for example.com
3. Browser requests a page from bar.example.com

4. Browser sends cookie "session=1" to bar.example.com

CASE 4 (Reading global cookies from foo.example.com)
1. Browser requests a page from example.com

2. example.com sets cookie "session=1" for example.com
3. Browser requests a page from foo.example.com

4. Browser sends cookie "session=1" to foo.example.com

CASE 5 (Cookie overloading causes browser to send most-specific cookie)
1. Browser requests a page from foo.example.com

2. foo.example.com sets cookie "session=1" for example.com

2. foo.example.com sets cookie "session=2" for foo.example.com

3. Browser requests a page from foo.example.com

4. Browser sends cookie "session=2" to foo.example.com



CASE 6 (Specific cookies prevent data leakage)

1. Browser requests a page from foo.example.com

2. foo.example.com sets cookie "session=1" for foo.example.com
3. Browser requests a page from bar.example.com

4. Browser sends no cookies to bar.example.com

This basic cookie policy is supported by all major browsers today. While the flaw in the system
should be apparent already, it isn't until we start looking at specific examples that we realize just how
dangerous (and how common) this policy can be.

Locating Vulnerable Servers

Administrators often point DNS records at development servers, user-supplied content, mirrored
content, partner organizations, third party applications, dissimilar applications, internal applications,
and untrusted applications.

It is common for these DNS records to be left active after a server has been taken offline. If this
server's IP address is returned to an ISP's pool of available IP addresses and leased to a malicious (or an
innocent, but careless) system administrator, it can be used to attack administrators.

Upstream internet providers may intercept invalid records and place their own web pages on
subodomains. In 2008, Dan Kaminsky found an XSS vulnerability in the advertising provider for
Comcast, Earthlink, Cox, Verizon, and Qwest. This was used to demonstrate a simple attack on users'
web browsers. Considering that any domain's records can be poisoned in this matter, Kaminsky could
have used the techniques described below to wreak havoc on nearly every major financial, ecommerce,
social networking, and government website.

To an administrator, all subdomains should be considered valuable, and care should be taken with
DNS records. The smallest XSS vulnerability within the namespace can be used to attack other
applications both passively and actively. More critical vulnerabilities such as code injection flaws,
buffer overflows and header injections may allow the attacker even more access to other applications.
Even if the vulnerable server is firewalled and located on a completely different network, the implied
relationship in the DNS records can leveraged in an attack.

If zone transfers are enabled on a targeted DNS server, complete records can be acquired quickly
and reviewed for vulnerable web servers. It is common practice to disable zone transfers in a DNS
server's configuration, but they are still common enough that they are worth checking.

Vulnerable webservers may be located using a brute force tool to perform lookups on a large
quantity of subdomains from a wordlist. Those that are valid will resolve to an IP address. At this
point, further attack surface can be located by resolving found DNS records to IP addresses and
performing reverse lookups on those addresses (as well as any other addresses known to be related to
the target). Finally, the records can be manually reviewed for semantic, numerical, or other patterns. If
patterns are found, an attacker may be able to predict the existence of further DNS records.

Finally, undocumented and undiscovered webservers may be found by using the



“site:example.com” syntax in Google or Bing's search engines.

Excellent tools exist for automating parts of this discovery process. The standard is Fierce, a DNS
bruteforcing tool written by Robert Hansen and soon to be replaced by Fierce2- an optimized,
extensible and more comprehensive rewrite of the original tool.

Attacking Cookies With Subdomains

A weakness in a server with a subdomain pointed at it can be used to both leak cookies and set
cookies for the main domain. This can in turn be used to perform multistage session fixation and cross-
site scripting attacks.

Google recently added a token-based CSRF protection feature to the login form used for Gmail, as
well as most other Google services. In short, a token ("GALX") is set as both a cookie and a hidden
form parameter. When the user logs in, the cookie and form are compared. If the tokens match, it is
assumed that the user logged in from a legitimate page. The login form resides on www.google.com, a
subdomain of google.com. If one were to compromise a site on another google.com subdomain and
attempt to read this cookie, it would be inaccessible (See Case 6 above), but an attacker can still poison
this cookie.

=form action="https://www.google.com/accounts/loginAuth?continue=http

A Cross-Site Scripting (XSS) vulnerabiltiy in %6 3A%2F%2F . google com'%2F S —en” d="gaia_ogintorm”
sites.google.com allows the attacker to set the "GALX" Sign in with your
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In essence, this is simply an advanced method for et

performing a session fixation attack- forcing the user to set
arbitrary session values. In other applications, the session

<input name="5ignln">| Signin |

cookie may be poisoned directly (allowing the attacker to Cant acoess vour account?

access, steal, and poison the user's browsing session on a A poisoned cookie allows the attacker to
site). Depending on site-specific session controls, this tamper with the "GALX" parameter,
attack can be extremely potent. injecting his own arbitrary value

A variation on this attack can be used to inject
malicious code into cookies and perform cross-subdomain XSS attacks, violating Javascript's Same
Origin Policy. For example, www.advertising.expedia.com contained an XSS hole. Using that hole,
one could poison the global cookies for the expedia.com domain. The main Expedia website
(www.expedia.com), would use those cookies in the body of the web page, without proper escaping,
and permit an attacker to inject malicious Javascript into that application. This would allow the attacker
to fully compromise the user's session on the website, and the payload would persist until the user



cleared his cookies or the server overwrote them- which may take months.

Other traditional browser-based protections for cookies can be bypassed using a compromised
subdomain. The HTTPOnly flag can be set by the server when sending cookies, making them
inaccessible to Javascript and other client-side scripts. This can be useful for protecting session
cookies, but cannot be relied on. Let's add another case to the above collection:

CASE 7 (Compromised server leaks HT' TPOnly cookies)

1. Browser requests a page from foo.example.com

2. foo.example.com sets cookie “session=1" for example.com, setting the HTTPOnly flag to true
3. Browser requests a page from bar.example.com, which is owned by the attacker

4. Browser sends “session=1"" cookie to bar.example.com

When integrating third-party content with their own websites, many organizations simply point a
subdomain at the third-party provider's server and forget about them. This is the case with
images.chase.com, images.capitalone.com, and online.chasevisasignature.com. All of these domains are
pointed at the same server as images.bigfootinteractive.com, which is run by an advertising agency.
Whenever this agency sends out email advertising runs, they host images, landing pages, and other
content for their clients on this server. Unfortunately, this server is itself vulnerable to XSS, and can be
used to compromise personal information and session data from users who do no more than visit a
malicious website while logged in.

| http:ffimages. chase, comjcreative/ 2002 /disnewapr fthankyou/flashz [disneymatic3000, php?src=0319%house=1 @YU 2724 &profile=424245

The page at http://images.chase.com says: B |

wT_Fr=id=53.202 IR 5579579760, 30006065 kv=1245370258757  55=1 248370226750,
adtoken=HITZ2CMSFMMEYFOLOFHLPF44 3P M3 I95EHO4R0IGDFT 27 U2 INFS3Z L DEGEYYWIES; _tmprememberme=0;

A5P . MET_Sessionld=60252880-1d5e-485a-98e8-129e8d33d1 7c; YovagerSession=04eb2f0de] a0F 14709345 754 9aF 30d3;
PC_1_O=seqg=POH|site=C0L [ut=PR|pt=PER |seg=POH|ct=I|lsid=0a=b2f0de1 20F 1 47c934aF 7a49aF 2043 | zip= N ;
@W=I|PR|PER|FOH|POH|COL; _rememberme=; unreadcount=True:1:0

An XSS hole in images.chase.com compromises a legitimate user's session



Remediation

Remediation of the vulnerabilities described in this paper generally parallel established best
practices for web application security. While the attacks outlined above are fairly simple, they are often
overlooked by website administrators. Clearly, any vulnerability on an untrusted subdomain can also
affect a trusted domain, and no application should be considered so trivial or obscure that it does not
deserve care in deployment, integration, and maintenance. Administrators should always be wary of
third-party servers as well as third-party applications on their own servers. By extension of the same
principle, user-supplied content should be hosted on a completely separate domain name.

High-value DNS records should be audited to locate unused servers and IP addresses. This audit
should be performed as part of a regular security review, as well as a part of any penetration test that
takes place.

Application logic can and should be modified to set specific domain and path parameters on
cookies. While this will prevent data leakage through cookies, it will not prevent poisoning of session
data and other cookie-based parameters. Currently, there is no common browser-based solution to
prevent sending global cookies when more specific ones are not available, so extreme care must be
taken to not allow the attacker to set these cookies.

All applications should be reviewed for common security vulnerabilities such as XSS, CSRF, and
session fixation. While remediation of these vulnerabilities is beyond the scope of this paper, many of
the exploits described here leverage them as part of complex attacks.

Users should take care to not retain browser settings indefinitely- clearing cookies periodically
may prevent data leakage. Better yet, using separate web browsers or browser sessions for high-
sensitivity, normal, and risky browsing activity will prevent particularly sensitive data from being
compromised.



